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1	Decision/action requested
It is suggested that the new Key issue is added to the study in 33.835
2	References
 [1]	3GPP TR 33.835, v.0.2.0, Study on authentication and key management for applications based on 3GPP credential in 5G
 [2]	3GPP TR 33.220, v.15.3.0, Generic Authentication Architecture (GAA) Generic Bootstrapping Architecture (GBA)

3	Rationale
In key issue #12 of 33.835, [1], lifetimes for the anchor key and derived sub-keys are discussed. A potential requirement is made that the lifetime of derived sub-keys (application keys) shall not exceed the lifetime of the anchor key. 
This can be interpreted in different ways. Either the sub-key is given the lifetime equal to the remaining lifetime at the time of the sub-key derivation (option 1), or the sub-key gets the full maximal lifetime (option 2). These options are illustrated in Figure 1a and 1b.
The second option can be chosen to avoid all sub-keys being derived at the same time, causing potential network congestion.
However, in option 2, failure of the negotiation of a new anchor key implies that the UE is no longer authenticated. But according to the above, the derived sub-keys might still be in use. Hence, a revocation procedure for application keys is needed in case there is no longer a valid anchor key. 
This document adds a new Key issue to 33.835 about revocation of application keys in case option 2 is implemented.


Figure 1a: Option 1


Figure 1b: Option 2





4	Detailed proposal

********** 1st CHANGE **********
All text below is new. For better readability, no change marks are used. 

5.x	Key Issue #X_rev: Key revocation
5.x.1 Issue details
[bookmark: _Toc513829553]In key issue #12, lifetimes for the anchor key and derived sub-keys are discussed. A potential requirement is made that the lifetime of derived sub-keys (application keys) shall not exceed the lifetime of the anchor key. 
To avoid re-negotiation of all sub-keys when the anchor key expires, one possibility is to continue to use these keys until their individual lifetime expires. 
However, failure of the negotiation of a new anchor key implies that the UE is no longer authenticated. But according to the above, the derived sub-keys might still be in use. 
Hence, a revocation procedure for application keys is needed in case there is no longer a valid anchor key. 
5.x.2 Security Threats
If application keys cannot be revoked, there is a risk that a UE continues to use applications although the re-authentication of the UE fails or if the anchor key is compromised.
If an attacker can revoke application keys, there is a risk of DoS.
[bookmark: _Toc513829554]5.x.3 Potential security requirements
[bookmark: _Hlk534631012]It shall be possible for the home network to revoke application keys securely.
[bookmark: _GoBack]Editor’s Note: It is FFS if more requirements related to management issues of key revocation are needed. Management issues include the functions requesting key revocation, synchronization issues with key revocation from multiple endpoints (e.g. UE and AF) and the actions taken by the system upon key revocation. 
Editor’s Note: It is FFS which other entities can revoke application keys.  

********** END OF CHANGES **********
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